ATHOC SELF-SERVICE LOGIN INSTRUCTIONS (PRODUCTION)

DIA deployed the ATHOC alert notification system that will primarily be used to
rapidly and effectively alert DIA personnel abeuatergencie®r incidents that
affectone’ s duty | ocati on. T h'RIA Aeyt Sedife m wi |
Service systeidrom this point forward.

Listed below are the steps togin tothe DIA Alert SelService systemThis site
allowsalert recipients to update their profile soély can receive alerts across
different platforms. The login steps can vary slightly depending where a user logs
in (government facility, vendor facility, home), type of computer used (Mac, PC),
and browser selected (Chrome, Internet ExploEatge Safar).

Pre-Requisites:

1. You must have a DIA issued CAC card that works on NIPRNet.

2. TheDIA Alert SelBervice systens best used with Chrome. It can also be
used with Internet Explorer, Edge and Safari.

3. TheDIA Alert SelService systemannot be usedvith Firefox.

4. All users accessing tlHA Alert SelService systemmust have the following
certificates installed on their local machine.

o0 IntermediateCertificationAuthoritiesshouldcontain DODSWCAbS3
o0 Trused RootCertificationAuthoritiesshouldcontain DoDRootCA3

If the above certificates are not installed on the local machine, users will not be
prompted for their CAC credentials after hitting the URL in Step 1. Chrome users
will see an error similar to the one belowvhile Internet ExplorerEdge, and

Safari users will see something slightly different. In this particular situation, the
user isunable to access thBIA Alert SeiService systerand should proceed to

the bottom of this document and follow the procedures to install the latest
Windows or Mac client certificates.



A

Your connection is not private

Attackers might be trying to steal your information from athoc-test.dodiis.mil (for
example, passwords, messages, or credit cards). Learn more

MNET::ERR_CERT_INVALID

[] Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

Hide advanced

athoc-test.dodiis.mil normally uses encryption to protect your information. When
Google Chrome tried to connect to athoc-test.dodiis.mil this time, the website sent
back unusual and incorrect credentials. This may happen when an attacker is trying to
pretend to be athoc-test.dodiis.mil, or a Wi-Fi sign-in screen has interrupted the
connection. Your information is still secure because Google Chrome stopped the
connection before any data was exchanged.

You cannot visit athoc-test.dodiis.mil right now because the website sent scrambled
credentials that Google Chrome cannot process. Network errors and attacks are usually
temporary, so this page will probably work later.

Step 1: Open your browser and go to the followitRL
https://athoc.dodiis.mil/SelfService/dia

Step 2: You should be prompted to select a CAC certificate. SealacPIV

Auth certificate (a.k.a. Authentication certificate) and cthdk If you are at a DIA
facility, this should be the certificate you used to log into your workstation. If you
arenot at a DIA facilityyou might need to follow the instructions below to

identify the PIVAuth certificate.


https://athoc.dodiis.mil/SelfService/dia

Select a certificate

Select a certificate to authenticate yourself to athoc-test.dodiis.mil:443

Subject Issuer Serial Cad
DOD SW CA-34 023BFA
DOD ID CA-49 2234E0
DOD EMAIL CA-52 215544
DOD ID Ca-49 2234E0

Certificate information n Cancel

Note: Most DoDIIS NIPRNeserswill have migrated to their PHuth certificate
when attempting to access the DIA Alert Management system. However, there is
a slight chance that you will attempt to access the DIA Alert Management system
prior to your migration. In this scenario, trgyur * Emai | °’ certific.
the steps below. You will be notified of your migration to the-RiNh certificate
through DoDIIS email similar to below.

Dear Customer,

On Wednesday, August 26, 2020 at 12:00 AM EST, you will be

transitioned to PIV logon for your NIPRNet account d145995.

After this time, you will need to select the certificate

containing the text 124589 519197005@mil when logging in.

To ensure you experience a smooth transition, please ensure

that you are logged out of your DoDIIS NIPRNET workstation

prior to Wednesday, August 26, 2020 at 12:00 AM EST . For more
information, please visit the CAC Modernization page.

How to Identify your PIV-Auth certificate

To find out which certificate is your PAUth certificate, you will need to be
able to distinguish between the various certificates available for
authentication when prompted in order to select the correct certificate for
a given site. The instructions that follow describe how to identify yowr PIV
Auth certificae in common browser certificate prompts.


https://intelshare.intelink.gov/sites/DIA-CIO/SitePages/cacmodernization.aspx

Internet Explorer (IE) & Edge - PIV-Auth Certificate

In Windows IE and Edge browsers, the-Rikh certificate can usually be
identified directly within the Windows certificate prompt. If the PAMth is
not esasily identifiable as the default certificate displayed, cNobre
choices.

Windows Security X

Select a Certificate
Site powhatan.iiie.disa.mil needs your credentials:

ID — LAST.FIRST.MIDDLE.0123456789
Issuer: DOD ID CA-41

Valid From: 2/21/2018 to 12/18/2020

Click here to view certificate properties

More choices

OK Cancel

On workstations running AceClient, the PINAuth certificate will be
displayed as:

Windows Security X

Select a Certificate

Site intelshare.intelink.gov needs your credentials:

Authentication -
Issuer: DOD 1D CA-59
Valid From: 7/20/2020 to 9/27/2022

Click here to view certificate properties

More choices

Signature -

Issuer: DOD EMAIL CA-59
Valid From: 7/20/2020 to 9/27/2022

1D - 11509709676
Issuer: DOD 1D CA-59
Valid From: 7/20/2020 to 9/27/2022

Authentication -

Issuer: DOD 1D CA-59
Valid From: 7/20/2020 to 9/27/2022

11509709676



Chrome — PIV-Auth Certificate

Chrome does not allow users to easily distinguish betwestificates in

the main certificate prompt. However, the certificates can be uniquely
identified by serial number within the main prompt. As a result, users can
initially perform additional steps to determine which serial number
corresponds to their PMuth certificate and make a note of that serial
number for use going forward.

PIMVAuth certificates have the following characteristics that can be used to
distinguish them from other authentication certificates on the CAC.:

a. Are issued from DOD ID CAs (not EMAIL CAs) This differentiates the
PIMVAuth certificate from the Email Signature certificate.

b. Contain Subject Alternative Name (SAN) and Extended/Enhanced Key
Usage (EKU) extensions This differentiates theMatW certificate
from the ID certificate.

1. From the main certificate prompt, select the fiBdD ID CA-issued
certificate and clickCertificate information to view the certificate.

X
Select a certificate
Select a certificate to authenticate yourself to intelshare.intelink.govi443
Subiect leeyer n A .
Subject ssue Senal Note serial
LAST.FIRST.MIDDLE.0123456789 DOD ID CA-41 99999A numbers when
viewing each
LAST.FIRST.MIDDLE.0123456789 DOD ID CA-41 GIIIIR — ]
ID CA-issued
LAST.FIRST.MIDDLE.0123456 789 DOD EMAIL CA-41 999999 certificate

i: "I'If:r‘r" "“6. — “ : ‘HA"’

2. In the certificate display, look foSthart Card Logon" in the list of
certificae purposes: this will be present in the PAth certificate but not
the ID certificate.



Note: The inclusion of the numerical string 2.16.840.1.101.3.2.1.3.13 in this
list is also unige to the PIVAuth certificate. Each person will have a unique
numeical string like this in their PAXuth certificate.

s Certificate X

General Detais Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

©2.16.840.1.101.3.2.1.3.13
* Smart Card Logon

Issued to: MACDONALD.ERIN.ROBIN. 1509709676

Issued by: DOD ID CA-59

valid from 7/20/2020 to 9/27/2022

3. If the first certificate does not include that purpose, repeat the process in
step 1 but select the seconDoD ID CA-issued certificate.

4. Make a note of the serial number of the certificate tltaintains the Smart
Card Logon" purpose for easy future selection.

MacOS — PIV-Auth Certificate

MacOS does not allow users to easily distinguish between certificates in the
main certificate prompt. In order to identify the RAUth certificate, users
mug view certificate details.

1. From the main certificate prompt, select the fidD ID CA-issued
certificate and clickShow Certificate to view the certificate.



The website “web-mech01.mail.mil"” requires a client certificate.

This website requires a certificate to validate your identity. Select the
certificate to use when you connect to this website, and then click Continue.

E LAST.FIRST.MIDDLE.0123456789 (DOD ID CA-33)

B LAST.FIRST.MIDDLE.0123456789 (DOD EMAIL CA-33)
B LAST.FIRST.MIDDLE.0123456789 (DOD ID CA-33)

Show Certificate Cancel Continue

2. Look for the Subject Alternative Name extension containing an NT Principal
Name value of 16 digits @mil. This is the-Rikh certificate.

The website “web-mech01.mail.mil” requires a client certificate.

This website requires a certificate to validate your identity. Select the
certificate to use when you connect to this website, and then click Continue.

B LAST.FIRST.MIDDLE.0123456789 (DOD ID CA-33)

B | AST.FIRST.MIDDLE.0123456789 (DOD EMAIL CA-33)
B LAST.FIRST.MIDDLE.0123456789 (DOD ID CA-33

Certificate Information:

Extension Subject Alternative Name ( 2.5.29.17 )
Critical NO
NT Principal Name 0123456789197002@ mil

Other Name

Hide Certificate Cancel

Step 3: Once thePIfAuth certificate is selected,réer your CAC piand click
OK.

Step 4: Youwill be routed to the'U.S. Governmehauthorization screemvhere
you willclickAgree.



WARNING STATEMENT

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only. By
using this IS (which includes any device attached to this IS), you consent to the following conditions:

The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to,
penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (Cl) investigations.

At any time, the USG may inspect and seize data stored on this IS.

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and
search, and may be disclosed or used for any USG-authorized purpose.

This IS includes security measures (e.g., authorization and access controls) to protect USG interests--not for your
personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or
monitoring of the content of privileged communications, or work product, related to personal representation or
services by attorneys, psychotherapists, or clergy, and their assistants. Such communications and work product are
private and confidential. See User Agreement for details.

Agree

Step 5: If you selected the correct certificate you will be taken into Bié Alert
SeltServicesystem Proced to step 6.

Note: If an incorrectertificate was selected, you will be routed to one of the
screens shown below. At this point, you should clear your browser cache,
shutdown your browser, r@pen a new browser, and exectue steps 1 and 2 again.
Be sure to carefully follow the procedurisselect your PRAuth certificate when
attempting to login.

Server Error in '/SelfService' Application.

Runtime Error

Description: An application eror occurred on the server The current custom error settings for this application prevent the datails of the application error from being viewed remately (for security reasons). It could, howsver, be vievied by browsers running on the lacal server machine

Details: To enable the details of this specifc error message to be viewable on remote machines, please create a <customErors> tag within a "web config” configuration file located i the root directory of the current web application. This <customErrors> tag should then have its "mode” aftribute set o "Of"

<I-- Web.Config Configuration File -->

<configurations
<system.web>
<customErrors mode="0ff"/>
</system.web>
<fconfigurations

Notes: The current erfor page you are seeing ¢an be replaced by 2 custom error page by modifying the “defaultRedirect” altribute of the application's <eustemErrors> configuration tag fo point to a eustem errer page URL.

<!-- Web.Config Configuration File -->

<configuration>
<system.web>
<customErrors mode="RemoteOnly” defaultRedirect="mycustompage.htm"/>
</system.ueb>
</configuration>



DIA

An error has occurred

We're sarry, we were unable to retrieve your Smart Card credentials. Please contact your
administrator.

BlackBerry AtHoc

_F’"’ BlackBerry AtHoc
English (US) Copyright ©2019 BlackBerry Limited. All Rights Reserved.

Step 6: Once you are in the applicati@elect theMy Profile tab across the top
of the page.

& athoc-test.dodiis.mil/selfservice/ActivityFeed

7@ BackBeny Atoc Inbox
Home
) Updated
I nb 00X © 08/05/2020 14:26:05
ﬁeal:h by Title or Body Advanced

Showing 1-19 of 19 items



Step 7: Clickthe Edit button on the top right of the screeto update your
profile.

@ athoc-test.dodiis.mil/SelfService/Profile/Index

My Profile

Home /

My Profile

WARNING, PRIVACY, AND SECURITY NOTICE 2

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.

PRIVACY ACT AND SECURITY NOTICE FOR EMERGENCY NOTIFICATION SYSTEM

COOKIE INFORMATION: Emergency Notification System does not use persistent cockies (tokens that stay after session closeout and pass
information between the client machine and the server).

SITE SECURITY: Access to the system is restricted to authorized persennel only with CAC authentication upon sign-on. Records are maintained

within secured buildings in areas accessible only to persons having an official need-to-know and who therefore are properly trained and
screened.

PRIVACY ACT STATEMENT
AUTHORITY: 10 U.S.C. 8013, Secretary of the Air Force; DoDI 5517, AFI 10-2501.
PURPOSE: Information is collected to notify personnel of emergency situations.

DISCLOSURE: Voluntary; however, failure to provide the information may result in our inability to contact you in case of an emergency

UNSUBSCRIBE OPTION

If you find you are still receiving notifications after out-processing from this organization, please contact the DIA Helpdesk at PHONE NUMBER
or EMAIL.

Step 8: Update your profile to receivalert notificationsto your email, phone,
and text messaging device. You can also eyaar work location to receive
location based alerts. CliSkve at the top right of the pagewhepo u’ r e
updating your profile.

f



DOD Certificates Installation Guide for Windows OS

Step 1: Goto thiswebsiteto do afreshinstallof the latestDoD
certificates: https://public.cyber.mil/pkipke/end-users/gettingstarted

Step 2: Expand the Windows section.

L) Windows

You can get started using your CAC by following these basic steps:

1 Get

Step 3: Assuming you have a CAReader you can pkstep 1.You can also skip
number 2.

Step 4: Execute number 3.

a. Most people have a 68it machine at home and have administrative
rights on their own machine. Ifiis the case, click on the @it
hyperlink and proceedMOST PEOPLE WILL SELECT THIS OPTION.

b. If you have an older machine at home, you have to install thbi32
version. If this is the case, click on thel82link and proceed.

c. If for some reasoyou do not have administrative access on your own
machine, click on the NeAdministrator hypeiihk and proceed.

Step5: ExXecute number 4. Click on the
the set of instructions for IE and Chrome.


https://public.cyber.mil/pki-pke/end-users/getting-started

DOD Certificates Installation Guide for MAC OS

Step 1: Goto thiswebsiteto do afreshinstallof the latestDoD
certificates: https://public.cyber.mil/pkipke/end-users/gettingstarted

Step 2: Expand the MAC section.
© Mac

To get started you will need:

» CAC (see note below

You can get started using your CAC on your Mac OS X system by following these basic steps:

1 Get acard reader
Typically Macs do not come with card

therefore an external card reader is necessary. At this t

fications for more information regar

addition, please review the DoD C

2 Download and install the OS X Smartcard Services package
The OS X Smartcard Service:
will load the DoD CA certific:

2. Address the cross-certificate chaining Issue

These instructions walk through adjusting the trust

e Interoperability Root CA (IRCA) > DoD Root CA 2 znd the US DoD CCEB IRCA 1 > DoD Root CA 2 certificates to prevent cross-

settings
certificate chaining issues. This can make it appear that your certificates are issued by roots other than the DoD Root CA 2 and can prevent access to DoD websites

4. Configure Chrome and Safari, if necessary
Safari and Google Chrome rely on Keychain Access properly recognizing your CAC certificates

nch KeychainAccess.app

Step 3: Assuming you have a CAC Reader you camshkiperl.
Step 4: Execute numbep.

Step 5: Execute number b configure Chrome and Safari.


https://public.cyber.mil/pki-pke/end-users/getting-started

